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“Almost every investigation starts with some open source: free online 
tools and resources if only you know that they exist and where to find 
them,” said Brian Willingham, our first speaker of 2017, addressing a 
packed room of investigators at Forlini’s on January 19. The youthful 
private investigator and Certified Fraud Examiner is the founder of 
Diligentia Group, a New York agency that has worked high-profile 
cases for some of the top law firms in the country.  
 
Well known for his Twitter feed, blog, and online marketing prow-
ess, Willingham has spent over 15 years gathering open sources and 
public records, to the point that he is now asked to provide training on 
what is called OSINT (Open Source Intelligence Techniques): intelli-
gence collected from free publicly available sources such as media 
(newspapers, radio, TV), social media sites, video sharing sites, gov-

Brian Willingham, Founder of Diligentia Group 
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ernment databases, academic publications, the Deep Web (information hidden from the “surface 
Web”), and more. With the volume of such data growing constantly, locating, collecting and ana-
lyzing this avalanche of information can be mind-boggling! 
 
Willingham proceeded to deploy an impressive cyber-tool belt acquired the hard way: by studying, 
following tech blogs, asking questions and digging into the job. “There’s no secret: you have to try 
and feel every new tool for yourself to really understand it,” he said. For starters, bringing your in-
vestigative game to the next level involves changing your usual habits and honing your search 
strategies. “Google remains my first go-to search engine,” he said, followed by DuckDuckGo and 
Bing, among others. Willingham demonstrated how to use the Google “advanced search features” 

and how to build a “negative in-
ternet search” query on an indi-
vidual, using symbols or words 
to make your search results 
more precise. For instance 
[“Johnny Walker” (arrest OR as-
sault OR attack OR bribe OR 
criminal)] with the word “OR” 
capitalized. 
 
With many dinner guests eager 
to learn more about social me-
dia, Willingham went over his 
online investigative checklist: “I 
always start with Facebook, 
LinkedIn, Instagram and Twit-
ter,” he said, before explaining 

how to bypass each site’s limited search functions. He showed how to look for profiles within the 
site, for instance using Google to search within “Linkedin.com,” or the Facebook Search Chrome 
extension to search Facebook profiles. When you know the person’s e-mail address or usual 
username, new sites such as manycontacts.com can assist. “People are being more careful and 
have learned how to hide online,” said Willingham, before adding: “You need to look for the ‘weak 
link’ in a family, who uploads photos on Facebook and disclose information about the target with-
out realizing it.” He gave the example of a defendant in a lawsuit who was claiming to have no 
item of significant value and was confronted with a photo that his daughter posted on Instagram of 
the family’s new luxury yacht. 
 
As his clients regularly ask him to locate former employees of specific companies, Willingham has 
learned to navigate resume and job-search sites. The Advanced Resume Search function 
of indeed.com has become one of his favorite tools. Zoominfo and archived pages of company 
websites, which can be dug up using the Wayback Machine, are also a must. He’s excited that the 
Wayback Machine has added “keyword” search functionality through a portion of its collection, 
with full-text search coming some time in the future. For AML investigators looking for any nega-
tive info on an individual or a company, he recommended Transparint , a site that also has a list of 
links to free online resources. Often asked about his favorite tools and methods, Willingham said 
that he has partnered with the Pursuit Institute to offer a multimedia Masters class on Open 
Source Intelligence (he’s offering a 30% rebate to SPI members with Promo code: SPI). To wrap 
up his presentation, the investigator warned against getting too ‘romantic’ about technology. “I see 
young investigators who rely too much on technology and never pick up the phone,” he said, 
“when, in some cases, the phone may be your most valuable open source tool.” 
 

Photos by Serena Xu-Ning Carr 
Website:  http://serenaxuning.com/ 

http://manycontacts.com/
http://indeed.com/
http://transparint.com/
http://transparint.com/resources
http://dilgnt.gr/Open-Source-Master-Class
http://dilgnt.gr/Open-Source-Master-Class
http://serenaxuning.com/


SPIONLINE January-February 2017 

 3 



SPIONLINE January-February 2017 

 4 

         Coming to SPI on February 16, 2017  

Getting the Most of Cyber Leads  
How often does a case of yours contain an email address? A website? A do-

main name? A social media profile? How many time do you wonder how to 

get an IP address and what to do with it?  At our February 16 dinner, Chad 

Los Schumacher, team lead at iThreat Cyber Group in Princeton, NJ, will 

show how to investigate a single piece of Internet-related data, define ter-

minology and provide places to look for leads.  

 

Starting with only a single data point for a case such as a website or an 

email, he will show how to expand the single data point into an answer for a 

question. His presentation will cover terminology, tools, tips, and case studies. assets; unearth linkages 

between people, businesses and addresses together…  He also give tips on how to conduct investigations 

with open-source data and intelligence tools. Don’t miss this very informative presentation! To learn more 

and make your reservation, visit spionline.info 

Bitcoin and dark market investigations  

 
 

 

What is a block chain and how does it work? Cybersecurity attorney Richard Borden revealed 

the basics of the technology that underlines Bitcoin, what investigators should know about dark market 

transactions, ransomware attacks and best practices for paying Bitcoin ransomware. 

http://ithreat.com/
https://spionline.info/th_event/dinner-chad-los-schumacher-connecting-digital-dots/
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“Another 

honoree is 

our good 

friend 

NYPD 

Liaison 

Mitch 

Weiss. ”   

 

A WORD FROM THE PRESIDENT OF SPI 
 Friends:  

Allow me a moment to inform 
you of some new and exciting 
events headed our way in 2017.  
We begin with our new fully au-
tomated membership roster and 
dues collection system.  Now SPI 
members can instantly reach out 
to their counterparts with exper-
tise that may be required for a 
particular investigation.   

Of course each month we continue to bring you the very best speakers on current 
topics of interest to members of our profession. 
Our 61st Anniversary Dinner will be held on September 28, 2017 at Giando on the 
Water in Brooklyn.  
This year’s award recipients include Dr. John Howard, 
the Director of the National Institute for Occupational 
Safety and Health and special coordinator to respond 
to the health effects of the September 11 attacks. Dr. 
Howard will be traveling from Washington DC to join 
us for this occasion.  I know many of our members 
and their families were impacted by 911 and this is an 
opportunity to meet the person in charge of the na-
tionwide health effort in this regard.  
 
Another honoree is our good friend NYPD Liaison 

Mitch Weiss. Mitch has worked 
tirelessly to support the coordina-
tion and integration of several non-
profit organizations dedicated to 
the enhancement of law enforcement and the investigative pro-
fessions. 
On May 3, 2017 the National Police Defense Foundation will be 
holding its annual dinner at Russo’s on the Bay in Queens, NY.  
This year I have been honored as the recipient of its President’s 

Award. To help make this event a great success, SPI members who purchase tick-
ets to our 61st Annual Dinner before April 15, 2017 will also receive a ticket to the 
NYDF dinner at no additional charge.  
See you at the February 16 meeting! 
All best 
Bruce Sackman 
President, SPI 

https://en.wikipedia.org/wiki/National_Institute_for_Occupational_Safety_and_Health
https://en.wikipedia.org/wiki/National_Institute_for_Occupational_Safety_and_Health
https://en.wikipedia.org/wiki/September_11_attacks
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Coming to SPI March 16, 2017  
Electronic Surveillance tips and tools with Andrew Mineroff 
 

 

 

 

 
 
 

 
 
 
 

CROOKED BROOKLYN TO BECOME A TV SERIES 
Remember our March 2016 dinner guests, former 

Brooklyn DA deputy Michael Vecchione and former 

Brooklyn DA spokesperson Jerry Schmetterer? To-

gether, they wrote Crooked Brooklyn: Taking Down 

Corrupt Judges, Dirty Politicians, Killers and Body 

Snatchers. 

Their book is in development to become a  drama 

series with Alec Baldwin, according to the New York 

Post.  

“Alec Baldwin is moving from playing Donald Trump 

on  ‘SNL’ to a Brooklyn prosecutor in a new TV pro-

ject,“ Page Six reported on December 21. “A deal is 

in place for Baldwin to play hard-charging lawyer 

Michael Vecchione, a top deputy of former Brooklyn 

District Attorney Charles J. Hynes."  

According to Deadline Hollywood, Baldwin and his 

production company Eldorado Pictures have teamed with 

TV producer Jason Egenberg, a former  agent in the TV tal-

ent department at UTA until December 2014, when he left 

to become a manager at Authentic Talent and Literary 

Management.  

Body Worn Covert Recorders 
Body Worn Surveillance Micro-
phones 
Telephone Recording Devices 
Media Duplication Equipmen 
Custom Products 
Surveillance Cameras & Lens Kits 
Transmitter/Receiver Kits 
IR Court Room Systems 
Transportable Cases 
AV Transmitter/Receiver Systems 
Tactical Microphone Systems 
Observation Systems 
Monitoring Headphones 

Digital Recorders & Transcribers 
Microphone/Line Amplifiers 
Covert Body Holsters 
Digital Cameras & Binoculars 
Digital & Analog Media 
WiFi/IP Based Systems 
Receiver Kit Enhancements 
Mobile In-Car Recording Systems 
Infrared Markers 
Wireless & Hardwired Concealments 
Multi-Room Monitoring Systems 
Communication Interview Systems 
Wireless Remote Systems 

Andrew Mineroff of  Saul Mineroff Electronics, Inc. in Elmont, NY, a firm specialized in custom design and engineering of 
audio and video equipment, comes from a long tradition in electronic surveillance: In the 1970's, his father Saul Mineroff 
developed body recorders for the Drug Enforcement Administration. The recorders could not be detected via tape recorder 
detectors. Saul was also involved with the recording machines used at the White House during the Nixon Presidency 
(Watergate). He was one of the experts in determining the 18 minute erasure of the conversation between Nixon and for-
mer White House aid H.R. Haldeman. Mineroff Electronics provides equipment and expertise for federal and state law en-
forcement agencies as well for customers in the private sector. Don’t miss this excellent opportunity to learn about the lat-
est tools and ask your surveillance questions! 

http://www.mineroff.com/
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SPI President Bruce Sackman will receive  the          

President’s Award from the National Police Defense 

Foundation (NPDF) on May 3, 2017 at Russo’s on the 

Bay, Howard Beach NY 

 

SPI’s 61st Annual Dinner will be held on September 28 

2017 at Giando on the Water, Williamsburg, Brooklyn.  

Honorees include Dr. John Howard, Director of  

the National Institute for Occupational Safety and 

Health and special coordinator to respond to the health 

effects of  the September 11 attacks; and NYPD Police 

Liaison Mitchell Weiss.  An additional award recipient 

will be named shortly. Keeping with Tradition, we also 

honor our wounded combat veterans.     

 
SPI MEMBERS WHO RESERVE SEATS FOR THE SEP-

TEMBER 2017 SPI 61ST ANNIVERSARY DINNER BEFORE 

4/15/17 WILL  ALSO  RECEIVE AN EQUIVALENT NUMBER 

OF FREE TICKETS TO THE NPDF EVENT. 

 

SPI Members: book now and get two events for the price 

of  one. To reserve your seat(s) with PayPal click here. 

http://www.npdf.org/
http://www.npdf.org/
http://russosonthebay.com/
http://russosonthebay.com/
http://www.giandoonthewater.com/
https://enhttps:/www.cdc.gov/about/leadership/new-leaders/niosh.html
https://enhttps:/www.cdc.gov/about/leadership/new-leaders/niosh.html
https://en.wikipedia.org/wiki/September_11_attacks
https://twitter.com/mitchnypd?lang=en
https://www.paypal.com/cgi-bin/webscr?cmd=_s-xclick&hosted_button_id=622BXFJVRYF96
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Meet new SPI member Itena Dhrami   
Please join us in welcoming Itena Dhrami, Intelligence Analyst for 
the Background Investigations Unit at the City of New York Busi-
ness Integrity Commission. A graduate of John Jay College, City 
University of New York, Columbia University and the University of 
Tirana (Albania), Ms. Dhrami has a wealth of knowledge. In No-
vember, she spoke at the annual meeting of the Academy of Crimi-
nology in New Orleans, on a meta-analysis research on Human 
Trafficking and Migrant Smuggling. “I conducted this research with 
Dr. Jana Arsovska, the Director of Master of Arts program in Inter-
national Crime and Justice at John Jay College of Criminal Justice,” 
she explains. “The focus of the work is to analyze the changing and 
blurry images of Victims and Offenders. For this purpose, we per-
formed an extensive meta-analysis of the scholarly literature, per-
secuted cases, and governmental reports between 1995-2015.”  

 
SPIONLINE: Why are you so engaged in combating Human Trafficking and Migrant Smuggling?  
 
Human Trafficking and Human Smuggling are some of the most heinous crimes ever investigated, studied, 
and analyzed. Often referred to as modern-day slavery, victims are forced into prostitution, involuntary la-
bor and other forms of servitude. I believe that every researcher involved in transnational crime, regardless 
of their particular field of interest, should contribute to resolving this exponentially growing cancer, plaguing 
our society. Growing up in Central Europe certainly made me acutely aware of this problem. However, the 
epidemic is not localized to Central Europe but is rather a widespread issue involving every corner of the 
globe.  
 
SPIONLINE: Can you describe your current work as an intelligence analyst for the City? 

Working as an Intelligence Analyst at the Background Investigation Unit of Business Integrity Commission is a 
rewarding and multifaceted experience. No two days are alike. The mission of the Business Integrity Com-
mission (BIC) is to eliminate organized crime and other forms of corruption and criminality from the indus-
tries it regulates.  My work, in collaboration with other members of the Commission, is to assure that this 
endeavor is accomplished and the laws are upheld. I am tremendously honored to be surrounded by a dedi-
cated and talented group of analysts, investigators, lawyers, and specialists.  

SPIONLINE: Why did you decide to join SPI and be part of this group of diverse investigators? 

I was introduced to SPI by my Professor and thesis advisor, Dr.Gabrielle C. Salfati, Director of Investigative 
Psychology Research Unit at John Jay College of Criminal Justice. I believe that a good intelligence analyst is a 
researcher and investigator at heart. When I first started to look into the SPI’s mission, events, and goals, it 
was immediately apparent that being part of such a diverse group of investigators was, and is, a privilege. I 
also firmly believe that analysts should work closely with investigators to foster a mutually beneficial rela-
tionship.   

https://www.linkedin.com/in/itena-dhrami-1aa0bb116
https://www.linkedin.com/title/intelligence-analyst?trk=pprofile_title
https://www.linkedin.com/edu/city-university-of-new-york-18926?trk=ppro_sprof
https://www.linkedin.com/edu/city-university-of-new-york-18926?trk=ppro_sprof
https://www.researchgate.net/project/Meta-Analysis-of-Human-Trafficking-and-Migrant-Smuggling-Research-The-Changing-and-Blurry-Images-of-Victims-and-Offenders?openDialog=collaborators
https://www.researchgate.net/project/Meta-Analysis-of-Human-Trafficking-and-Migrant-Smuggling-Research-The-Changing-and-Blurry-Images-of-Victims-and-Offenders?openDialog=collaborators
https://www.researchgate.net/project/Meta-Analysis-of-Human-Trafficking-and-Migrant-Smuggling-Research-The-Changing-and-Blurry-Images-of-Victims-and-Offenders?openDialog=collaborators
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Debra Cascardo, M.A., M.P.A., C.F.P. is the principal at Cascardo 
Consulting Group, a certified compliance consultant firm estab-
lished in Westchester county, helping healthcare providers, hospi-
tals, nursing homes implement compliance programs. A corporate 
compliance program must provide comprehensive strategies to en-
sure that the organization consistently complies with applicable 
laws relating to its business activities.  
 
“My job is to integrate our operational and clinical experience with 
our background in compliance to customize all plan, identify specific 
risk areas and develop ways to correct and prevent errors,” says 
Cascardo, who is also a fellow of the New York Academy of Medi-
cine. Why did she decide to join SPI in 2016?  “I like to learn and 
thought this society would be a good opportunity,” she says. “It has 
and I have learned a lot and met wonderful people. The speakers 
have been terrific. I don't know how Bruce finds these professionals but he does a great job!”   

Meet new SPI member Debra Cascardo 

http://www.prolective.com/
http://searchnetmgt.com/
https://www.linkedin.com/in/debra-cascardo-0027366
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By Bruce Hulme, 
CFE, BAI ISPLA 
Director of 
Government 
Affairs, SPI 
legislative 
liaison. 

Legislative and regulatory issues 

New administration in Washington, new Congress:  

What it means for the profession in 2017 

There was no significant adverse legislation passed during the recently concluded 
two-year session of the 114th Congress. The fact that neither political party con-
trolled both houses of congress contributed to the lack of any meaningful legisla-
tion being passed.  
 
However, now that he now commence the 2017 first term of the two year session 
of the 115th Congress, one party --The Republican – will control the Executive 
branch, and both the Senate and House of Representatives. In relatively short or-
der, they selected a successor nominee to the vacant U.S. Supreme Court seat 
previously held by the late Justice Antonin Scalia. Contrary to the belief of many of 
my colleagues, this situation does not necessarily portend well for our profession. 
I have seen in the past that when one political party controls all branches of gov-
ernment, legislative mischief is more likely to happen. We must do more than just 
monitor legislation and regulation, we must proactively lobby! 
 
Some of the potential recurring issues in general facing our profession in the fu-
ture may include the  "disrupter" Trustify unlicensed practice debate, state dereg-
ulation of private investigation and security, UAS (Drones) commercial use regula-
tion by private investigators and for physical security purposes, social media inves-
tigations, GPS tracking, anti-pretexting, anti-surreptitious surveillance, SSN redac-
tion, public records closure legislation and regulatory, training and vetting issues 
of interest to state regulators and to members of our profession.  
 
Over the years. I have presented to Congress statements that the use of pretexts 

by state-licensed private investigators in conducting lawful investigations are a 

recognized investigative tool; that regulated investigators are an integral part of 

the civil and criminal administration of justice; that access to personally identifi-

able information is crucial to the welfare of many and often concerns not only 

individual physical safety but the protections of homeland security; and that that 

state-licensed private investigators continue to retain access to social security 

numbers, dates of birth, and drivers' license numbers to assist in their important 

investigative mission. 

Caption 

describing 

picture or 

graphic. 

https://ispla.wildapricot.org/
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Holocaust Expropriated Art Holocaust Expropriated Art Recovery Act of 2016 

A law of special interest to me as the son of an artist and having investigated cases involving 
Nazi art claims, Holocaust Expropriated Art Recovery Act of 2016 (HEAR) extends the statute of 
limitations to six years for the return of Nazi stolen art after identification of the stolen pieces. 
It will provide the victims of Holocaust-era persecution and their heirs a fair opportunity to 
recover works of art confiscated or misappropriated by the Nazis. The measure is critical to the 
success of rightful owners in recovering stolen artifacts held by the Nazis.  

"Freelance" Contractors in the City of New York 
 
The following emerging issue should be of interest to our investigative and security member 
colleagues who provide services as or for "freelance" contractors in the City of New York. 
Measures are presently underway to determine the feasibility of enacting similar legislation 
statewide. On October 27, 2016, the New York City Council unanimously passed a bill 
adding new requirements governing the hiring of so-called “freelancers” and imposing 
strong penalties if a company violates the proposed law. On November 16, New York City 
Mayor Bill de Blasio signed into law the Freelance Isn't Free Act (Freelance Act), which 
formalizes the practices related to hiring freelance workers, also known as independent 
contractors. The Act will take effect on May 15, 2017.  
 
Internet of Things (IoT) & Security Breaches 
 
Another emerging issue that I expect Congress and the media to expand upon in 2017, will 
be the Internet of Things (IoT). The proliferation of connected devices, or the Internet of 
Things (IoT), has become a hot topic of interest.  
 
In October I was re-elected to my sixth two-year term as the representative of the Private 
Investigation profession on the board of the International Association of Security and 
Investigative Regulators (IASIR). IASIR is an association of government regulators of the 
private investigation, private and contract security, alarm, and armored car industries in 
the United States, Canada, France, and United Arab Emirates.  
 
As the current Government Affairs Director for ISPLA, I've worked closely with ASIS, Armored 
Car Association, Electronic Security Association, INTELLENET, NALI, NASCO, NCISS and state 
professional associations. For more than two decades I achieved IASIR board resolutions and 
helped prepare IASIR, NCISS and ISPLA testimony favorable to our profession before Congress. 
 
It is incumbent upon our colleagues and associations such as ISPLA, INTELLENET, SPI, ALDONYS 
and the New York Chapter of the ACFE for each of which I serve as legislative liaison board 
member, to remain vigilant and ready to swiftly address new regulatory and legislative 
concerns in a responsible and timely manner.  
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“I have seen 

in the past 

that when 

one political 

party 

controls all 

branches of 

government, 

legislative 

mischief is 

more likely 

to happen.” 

https://ispla.wildapricot.org/
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The Society of Professional Investigators awards free mem-
bership in our organization to eligible members of the Active 
Duty Military and of the Brooklyn-based Combat Wounded 
Veterans of America  
 
Although the requirements for full and associate membership 
remain the same, the application fee, (and yearly dues 
(currently $75) are waived for these individuals.  Just go the 
SPI website at www.spionline.info and fill out the application 
indicating you are a member of one of these groups of special 

status individuals.       

New mailing address: 329 S Oyster 

Bay Rd #161 Plainview, NY 

E-mail: bruces@spionline.info 

Ph: 718-490-7288 

 

 

 

 

 

For over 20  years the Mechanic  

Group has specialized in providing in-

surance programs to the private secu-

rity, investigation and electronic securi-

ty industries.  For many years The Me-

chanic Group has supported SPI and 

2014 is no different.  Ask your fellow 

SPI members who provides their insur-

ance and chances are this is the firm.   

SPI encourages all of its members with 

insurance needs to contact the  

Mechanic Group at: 800-214-0207 

Society of Professional  

Investigators, Inc. 

Free membership to active duty personnel  

and Combat Wounded Veterans of America 

Celebrating 60 years as NYC’s Premiere 

Investigative Fraternal Organization 

SPI has proven itself to be the 
premier fraternal investiga-
tive society in New York. 
Our monthly meetings con-
tinue to present the top ex-
perts in their fields, and the 
networking opportunities are 
second to none.     

Each year our annual dinners  
attract the top law enforce-

SPIONLINE is a monthly newsletter 

published by the Society of Profession-

al Investigators. 

Publisher: Bruce Sackman 

Editor: Emmanuelle Welch 

We welcome comments regarding the 

newsletter and submissions from members. 

Please contact Bruce at 718-490-7288. 


